
1. Description

This page discusses the new Virtio Ethernet device driver, how to set it up and how to access a machine on the internet using it. 

The Ethernet peripheral from codesourcery has been implemented using Virtio: an IEEE standard interface for virtual I/O.  The Virtio framework eases the addition of new virtualization systems using a common infrastructure for virtual device drivers. Communication between the device and host is done via virtqueues. A virtqueue is a queue of buffers provided by the guest for consumption by the host. Each buffer may contain several readable or writable parts, located by a  scatter-gather array. 


2. WinTap

For an end to end test accessing the network and making use of the Rx/Tx path TAP-Win32 needs to be installed (part of TestDriverV2 installation) .

Note: the addition of WinTap presents an extra hop when trying to access something in the internet. This will therefore introduce a delay in the communication.

WinTap tool is used to provide the internet connectivity between the device and the workstation. WinTap will provide the simulator with an ethernet connection that uses the default network connection on the PC for external connectivity. WinTap allows you to access the IP services running on the desktop, or using Internet Connection Sharing on the desktop's default internet connection.

The IP address can be modified by right clicking on the new connection and selecting properties within Internet Protocol (TCP/IP). Assign a static IP address for the PC RNDIS network adapter in the same range as the Symbian device:

IP ADDRESS 192.168.0.1 //host
IP ADDRESS 192.168.0.3 //device
SUBNET MASK 255.255.255.0
You can hook up the simulator to a TAP-Win32 device to make it accessible from other applications by running the simulator using the following command:

arm-none-symbianelf-qemu-system.exe --show-cursor -kernel YOUR_ROM.IMG -net nic -net tap,ifname=<your_tap_device> 

In the remaining sections we refer to the wintap connection as qemu_wintap
3. Wireshark

Wireshark is a network protocol analyzer that sniffs packets on a specified IP address. Wireshark can be downloaded from:

http://www.wireshark.org/download.html
Note: Wireshark operates on the IP level. To sniff packets at a specified IP enter the host side IP address by selecting Capture -> Interface within the menu. 


4. Communication Database (CommDb)

CommDb provides system-wide storage for communications-related settings. Host and device addresses can be modified within the commdb by searching the following parameters in the attached tdwintap.xml:

a.       <IpGateway> for host IP address.
b.      <IpAddr> for device IP address.
Ethernet pdd, ldd and the wintap connection needs to be modified, as well as the primary and secondary DNS (ipconfig /all will generate their IP addresses).

Copy the attached tdwintap.xml and to  %EPOCROOT%epoc32\release\winscw\urel and build CommDb using ced -I c:\tdwintapEthernet.xml.  

Next, copy the output binary:epoc32\winscw\c\private\10202be9\persists\cccccc00.cre to \epoc32\data\z\private\10202be9\cccccc00.cre

Note: the rom needs to be rebuilt (see below) once the CommDb has been modified. 

5. Configuring NAT

Configuring NAT (Network Address Translation) is essential to be able to communicate between a private LAN network and the internet.

In Windows there is a tool that is used to manage network stuff like setting IP Addresses, set up routing etc. This tool's name is netsh (short for network shell). Using netsh you will need 2 NICs (Network Interface Cards), one to connect to the public network(to the Internet) and the other to connect to the private network (to other computers in LAN).

First we open the Control Panel. If you are using the "Category View" to view icons first go to "Performance and Maintenance" and then "Administrative Tools" otherwise go straight to the "Administrative Tools" then open "Services". On the list find "Routing and Remote Access", double click on it and set the Startup type to "Automatic" and click OK. Close the Services window and open the registry editor by going to Start > Run... and typing "regedit" without the " ". Click OK and in the window expand to the following path: Regedit > HKEY_LOCAL_MACHINE > SYSTEM > CurrentControlSet > Services > Tcpip > Parameters. Now in the list you will see something like "IPEnableRouter". Double click on it and turn the value from 0 to 1. Now restart your computer.

You must know the names of your adapters you are using. For the tutorial we will use "Wireless Network Connection" for the public NIC and "Local Area Connection" for the private NIC.

Now we open the command prompt and type the following command to install NAT:

netsh routing ip nat install
Now type the next command to add the public interface:  

netsh routing ip nat add interface "Local Area Connection" full
And the last command to add the private interface:

netsh routing ip nat add interface "qemu_wintap" private
...and the installation is done. 


6. Rom Build

To build ping and ipconfig into the ROM first it needs to be built from the following location:

 \EPOC\master\common\generic\networking\inetutil\group
Using:

bldmake bldfiles
abld test build armv5 
Next add the iby files to the ROM: 

\src\cedar\generic\base\syborg>buildrom -D_EABI=ARMV5 -D_DEBUG -DRVCT devkit syborg Textshell Platsec network.iby -DSYMBIAN_EXCLUDE_DNS_Proxy ping.iby ipconfig.iby ulogger.iby 


7. System Test

Provided NAT and CommDb was correctly configured, it should now be possible to ping a website from QEMU by specifying the URL:

ping bbc.co.uk
The reply should be:

Pinging bbc.co.uk [212.58.254.252] with 32 bytes of data
Replying from 212.58.254.252 len=32 seq 0 time = 336ms
Replying from 212.58.254.252 len=32 seq 1 time = 68ms
Replying from 212.58.254.252 len=32 seq 2 time = 70ms
Replying from 212.58.254.252 len=32 seq 3 time = 67ms
Statistics bbc.co.uk
4 transmitted 4 received 0% packet loss
Round-trip 67 min 135 avg 336 max.
